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== Workshop Agenda Lot

subject to revision

1. Welcome and setup (.5 hour)
2. Refresher summary of MSG-211 RTC (1 hour)
3. C2SIM & NETN HLA standard hands-on internal details (1.5 hour)

Ontologies, Messages, and information flow

4. Assembling C2SIM Initialization, Orders and Reports (.5 hour)
5. Individuals create tasking orders and run independently (.5 hour)

6. Group runs a collective exercise and group discussion (1 hour)

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

Oct 2023
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Assembling a C2SIM Order using Sandbox editor
Reading a C2SIM Report using Sandbox editor
Organization of experiments by UserlID

Review and edit of Initialization as a group
Submitting an existing Order as individuals
Observing Reports on VRForces and editor
Presentation on SWORD operation by MASA
Submitting Order to SWORD and observing results
Group exercise combining VRForces and SWORD
Discussion

PUBLIC RELEASE MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise 01/22/2024 | PAGE 3
Oct 2023
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Approach

Verify software on your workstation works
Verify server works

View initialization

Create an order

Run your order in VRForces

Individually and all together

Run your order in SWORD

Also individually and all together

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

organization
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C2SIM Repository Reminder

The open source software we will be running is available at
https://openc2sim.github.io

C2SIMGUI

c2simVRF interface

C2SIM Reference Implementation Server
SWORD, VRForces and pRTI are commercial products not open source

The configuration we will use was last used in MSG-201 CWIX 2023

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

Oct 2023
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Ground Truth vs Perceived Truth

Ground Truth
What really happens

In real life or in simulation

Perceived Truth
How it is presented to the participant
Usually via a C2 System
Filtered by physical & electronic communication
We don’t always get this right when simulating

SWORD has it available —will see it in demo

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

organization



=3 Your ID Number

Each workstation in the workshop has been assigned a 2-digit number,
01 to 12 (## below)

You can find the number at your workstation on a sticky label
You will be running VRForces##
With entity (unit) Workshop-V## and Workshop-S##
V for VRForces; S for SWORD
And opposing force entity (cell) OPFOR-V## and OPFOR-S##
And submitting TestOrder## (which you will edit)
We expect to see all of these in ground truth via HLA
We will be viewing ground truth to see everything that happens

For a real exercise perceived truth is appropriate (training audience
would not know where the OPFOR is until BLUE units detect them)

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

Oct 2023
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Icons on Desktop

Red ball with hand: VR Forces 5.0.1a
Orange square lozenge: Pitch RTI
Folder: C2SIMGUIv2.13.8

Folder: Course Slides

Shortcut: runC2SIMGUI

Shortcut: runc2simVRF

In TaskBar: NotePad (to edit text)

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise




w3 Verily software on your workstation works

Open C2SIMGUI
We will be working with C2SIM Orders

Click start shortcut icon on desktop

Use File menu to load Order
CWIX-2022 PHASE 3 OPORD Task MOVE-BdeQRF-1.xml

Review order text in the left panel vs map

Easier if you maximize the GUI (icon in upper left of box)
Then load and review Report

C2simv1.0.1-PositionReport.xml

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

Oct 2023
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HILA with C25IM

This Workshop is using software assembled for MSG-201 CWIX 2023

As part of MSG-201 work for M&S In Federated Mission Networking, we
tested C2SIM running with HLA, NETN-FOM and MSaaS

The VRForces simulators in the Workshop are HLA-linked using the Pitch RTI
So you should see objects from other simulations on the VRForces screen

To run with HLA, select the “HLA1516 Evolved” line at top left of VRForces

launcher (see next slide) — if VRForces GUI Is running, this was already done

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

Oct 2023 10



@ Simulation Connections Configuration -- VR-Forces GUI + Simulation Engine - | X

Connect Connection Name: [HLA 1516 ved RPR 2.0 with MAK extensions \ | :l /
science and Technology wl ) Protocol : HLA ved
Organization b...h._ . organization

yrk Interface Address .0.0.1
ration Mame
RPR_FOM

-end Site Mumber 2
Back-end Application Number |3001
Front-end Site Mumber 2
Front-end Application Number |3101

Mapping

Use Custom FOM Mapper

O Ignore Advi
D Use Absolute Time Stamps

Additional Command Line Arguments

Front-End:

Back-End:

Plug-ins... Launch Cancel

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
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Verity server works

Change the Server address in the C2SIMGUI Config to 192.168.0.122

Restart GUI — you should see the entire OOB on GUI (lower RH screen corner)

Run c2simVRF interface

Click start shortcut icon on desktop (lower RH screen corrner)

You should get some unit icons on VRForces GUI

Send VRForces an Order using the C2SIMGUI

Push the TestOrderV##.xml in Orders
Each workstation has a unique order

They go to the C2SIM server

You should see a unit on C2SIMGUI start moving

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
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Examine Initialization

Use the Windows Notepad editor to read file
MSG-211-init.xml initialize.xml in C2SIMGUIv2.13.11 Initialize

Look at the ForceSides
Blue force is NATOCoalition; see also OPFOR and Neutral

Now look at the OPFOR XML descriptions
They have DISEntityType “Mobile Irregular”

And then the friendly force description for your COY-V##

It is an Armor Company

Finally, the SystemEntityList near end of the file

Determines which simulator represents your COY-V##

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise

organization
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[ ] [ ] ze> MSG-211-init.xml

<fAbstractObjects -
=ForceSide=
<Mame=MNATOCoa Lition</Name:=
=UUID=@aa80080-0081-0000—-0000—-R00R0R008088=U0ID=
<ForceS5ideRelation=
=Hostility5StatusCode=HD=/HostilityStatusCode=
=0ther5ide=-00008000-0002-R000—R00R—000000R20000R=/0therSide=
</Force5SideRe lation=
<ForceS5ideRelation=
=HostilityStatusCode=MNEUTRL=/HostilityStatusCode:=
=0ther5ide=-00000000—-00083-0000—-000R—-000000R800000=/0therSide=
</ForceSideRe lation=
=fForceside>
=</Abstractlbject=
<AbstractObject=
=ForceSide=
=Name=WASA<,/ Name=
=UUID=@2Re0R80-0002-0000—-R000—-RaRRRRQ0RARR=UUID=
<Force5ideRelation=
<Hostility5tatusCode=HD=/Hostility5tatusCode=
=0therside=-00802000-2001-0008-Da0R—-0000202880800=/0therSide=
</Force5ideRe lation=
=<Force5ideRelation=
=HostilityStatusCode=MNEUTRL=/HostilityStatusCodes=
=0ther5ide=-00008000-0023-R000—-D00R—002R00RARR0R=/0therSide:=
</Force5SideRe lation=
=/ForceSide=
=fAbstractlbject=
=AbstractObject=
=ForceSide=

C2SIM Initialization ForcesSides

MSG-194 3.4 Workshop details / Pullen

B

organization
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AT C2SIM Initialization OPFOR NCL D

Organization . .
s organization
| JON e} MSG-211-init.xml 9

<!——RED OPfOR-VO@—=
<Entity=
<ActorEntity=
=Platform=
=Vehicle>
<EntityDescriptors
<5ide-00000202-0002-0000-2220-00R000020080</51de>
<Superior=-0@008080-2002-2007-2008-000000300Q08</Superior>
=/EntityDescriptor=>
<EntityType=
<APPE&-SIDC=
=5IDCString=SHGPUCAW—-RS—=/SIDCString=
=/APPE-SIDC>
=<fEntityType>
<EntityType=
<DISEntityType=
<DISCategory=2</DISCategory=
<DISCountry=222</DISCountry=
=<DISDomain=1=</DISDomain=
=DISExtra=@</DISExtra=
=DISKind>1=/DISKind=
<DISSpecific=P</DISSpecific>
=DISSublategory=13</DIS5ublategory=
</DISEntityType=>
=<fEntityType>
=Name=0PFOR-V@@<=/Name>
<UUID=-A0308008-0002-2007-1200-000000080000</UUID=
<PhysicalState>
<EntityHealthStatus=
<OperationalStatus=
=0perationalStatusCode=Fully0perational=/0perationalStatusCode=
=/0perationalStatus=
</EntityHealthStatus>
=Location=
<GbepodeticCoordinate=
=Latitude=58.58</Latitude=
<Longitude=16.1</Longitude>
</GeodeticCoordinates=
</Location>
</PhysicalState=
=f\Vehicle=
=/Platform=
=</ActorEntity=
<fEntity=>

MSG-194 3.4 Workshop details 7/ Pullen
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@ ® 103 MSG-211-init.xml

<!—— Coy V@l-—
<Entity=
<ActorEntity=
=CollectiveEntity=
<MilitaryOrganizations<Unit>
=<EntityDescriptor=
<5ide-00000002-0801-0000-00R0-002020000280</51de>
<Superior=-08000000-2001-0001-1102—-200000000000</Superior=
=/EntityDescriptor=
=CurrentState=
=PhysicalState>
<EntityHealthStatus>
<OperationalStatus>
=0perationalStatusCode=FullyOperational=/0perationalStatusCode=
</0perationalStatus=
=/EntityHealthStatus=
<Location=
<GepdeticCoordinates
<Latitude=58.5</Latitude>
<Longitude>16.12</Longitude=
</GeodeticCoordinate>
=fLocation=
</PhysicalState=
=/CurrentState=
<EntityType:>
<APPE-SIDC=
<SIDCString=SFGPUCI-——EUS—</SIDCStrings=
=/APPE-SIDC=>
=/EntityType=
=<EntityType=
<DISEntityType=
<DISCategory=5</DISCategory=
<DISCountry=225</DISCountry=
<DISDomain=1</DISDomain=
<DISExtra=@</DISExtra=
<DISKind=8<,/DISKind>
=DISSpecific=@</DISSpecific=
<DISSublategory=2</DISSublategory=
</DISEntityType:=
=/EntityType=
<Mame=CoyVéls/Name=
=UUID=@R@02008-2201-0001-1101-000080000880<,/UUID>
<EchelonCode=C0¥</EchelonCode>
</Unit=</Military0Organization=
=fCollectiveEntity=
</ActorEntity=
</Entity=
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[ ] @ <e3 MSG-211-init.xml
= /5cenarioSetting>
=!— Assignments of units to simulators —=
=SystemEntitylList>
< ——Val—:>=

zfctorReference=00800000—-0201-0881-12830-0080200000880=/ActorReference> «!— BDE HQ —=
zfctorReference=000000008-0801-0081-1100-0080028000880</ActorReference= <!— COY V@@ —=
=fActorReference=00800800-0802-0087-2080-208008000080=/ActorReference> =!— OPFOR Red Parent ——=
zfctorReference=00000000-0802-0087-1220-008008000880</ActorReference> <!'— OPFOR V@@ ——
=5ystemMName=NP50@</5ystemMame:=
=/SystemEntitylists
=5ystemEntitylList>
al——\@l—>=
<fActorReference=00000000-2201-2081-1101-2008080808080</ActorReference> <!— COY V@O —--—=
=ActorRBeference=0@220000-0082-3007-10281-200200008080=/ActorBeferences =!— 0OPFOR V2@ ——
=5ystemiame=NP50]1</5SystemMame=
= 5ystemEntitylList>
=5ystemEntitylList>
< ——Vi2——2
zActorReference=00000008-0801-0801-1102-000080000000<ActorReference= <!— COY WO2 ——
<ActorReference=00000008-0802-08@7-1802-0000000008008</ActorReference> <!— OPFOR v@2 —:=
=S5ystemName=NP582</SystemMame=
=/SystemEntitylList=
=SystemEntitylist=
< | ——Vi3——
=ActorReference=00808208-080]1-2881-1103-008080800800=/ActorReference> <!— COY VB3 ——
zActorReference=00000008-0002-0887-1003-0000000000008<ActorReference> <!— OPFOR V83 —>
=SystemName=NP583</SystemMame=
=/5ystemEntitylList>




C2SIM GUI With Initialization Icons 84|

[ NN ] GMU C4l & Cyber Center C25IM GUI version 2.13.11 C25IM Editor connected server 192.168.0.122 organization
File Edit Config EditorStyle Map Languages Help

Science and Technology ql
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GET COORDS FROM MAP INSERT COORDS IN XML LOAD REPORT FROM MAP STOP LISTENING STOP SHOWING TRACKS UNSUBSCRIBE STOMP
CLICKED COORDS: LAT: 0.000 LON: 0.000 :ﬂ = a d .ﬂ > A (85 P E7oP/RESET SERVER| RECORDING]
SUBSCRIBED INITIALIZED SYSTEM STATE IE: & =7 &
YES 54 RUNNING

Document Type

2
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Create an Order by Editing

Use C2SIMGUI config to set AutoDisplayOrders to blank, so other
student orders don’t get loaded

Open and Push your TestOrderV## in the C2SIMGUI and observe the
resulting reports

Positions have been chosen so they do not interfere with each other

Edit the Location Latitude to 58.52

Change the RuleOfEngagement in Order to ROEFree
(Fire at Will in VR Forces)

Change last digit of Order ID to 1
Each Order UUID is required to be unigque

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
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GMU C4l & Cyber Center C2SIM GUI version 2.13.11 C2SIM Editor
File Edit Config EditorStyle Map Languages Help

GET COORDS FROM MAP INSERT COORDS IN XML LOAD REPORT FROM MAP STOP LISTENING STOP SHOWING TRACKS SUBSCRIBE STOMP RECORD STOMP PLAY RECORDING
CLICKED COORDS: LAT: 0.000 LON: 0.000 Q
1:500,000 B
SUBSCRIBED INITIALIZED SYSTEM STATE ﬁ & ' c . kO 635 el
NO 0

UNKNOWN
C25IM Order:CWIX-2022 PHASE 2 OPORD Task Move-BdeQRF-1.xml

MessageBody

DomainMessageBody
DomainMessageBody OrderBody
FromSender 00000000-0000-0001-0001-000000000000
ToReceiver 00000000-0007-0001-0000-000000000000
Entity
‘5. | Entity

IssuedTime
Name
IsoDateTime 0000-00-00T00:00:002

@ go000-0001-0001-1411-000000000000
OrderlD 00000000-0001-0001-1000-100200000000
Task

‘=, | Task

1 ManeuverWarfareTask, , GeodeticCoordinate, , 58.586727, 16.249418, Geodet

<
®

pjnfnjn
REMOVE QRDER ICONS

Forms generated by JAXFront free community license, Xcentric Technology & Consulting
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Run your Order in VRForces

PushJAXFront so your TestOrder2-V##.xml goes from

JAXFront panel to the server

Your VRForces should respond by moving your unit

further

Can be run faster-than-real-time but we must all use the same

multiplier since we’re sharing via HLA

There will be an OPFOR unit at your destination location

Your TestObject should engage when near

C2SIMGUI is set to show ground truth for OPFOR

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
MSG-194 3.4 Workshop details / Pullen

organization
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[ N ] GMU C4l & Cyber Center C2SIM GUI version 2.13.11 C2SIM Editor

File Edit Config EditorStyle Map Languages Help

GET COORDS FROM MAP INSERT COORDS IN XML LOAD REPORT FROM MAP STOP LISTENING STOP SHOWING TRACKS SUBSCRIBE STOMP RECORD STOMP PLAY RECORDING
CLICKED COORDS: LAT: 0.000 LON: 0.000 Q
1:500,000 Ca
SUBSCRIBED INITIALIZED SYSTEM STATE ' ‘ . k @ (ﬂj Ell
NO 0 UNKNOWN
C25IM Report:C2simv1.0.1-PositionReport.xml
MessageBody MessageBody DomainMessageBody
DomainMessageBody ReportBody
FromSender 00000000-0007\ 1-0001-1000-000000000000
ToReceiver 00000000-0000-0001-0001-000000000000
ReportContent
‘5, ReportContent E{s Add
1 PositionReportContent, DateTime, , 0000-00-00T00:15:00Z, OperationalStatus, FullyOper...
Cop
B Dele
ReportContent
TimeOfObservation !
DateTime E
Name # po000-0001-0001-1411-000000000000
IsoDateTime 0000-00-00T00:15:00Z
EntityHealth5tatus !
‘5. | EntityHealthStatus = Add
1 OperationalStatus, FullyOperational h000<6001-0001-1310-000000000000
2 Strength, 85 Copy @ T
@ 0000C

Forms generated by JAXFront free community license, Xcentric Technology & Consulting REMOVE ORDER ICONS REMOVWE REPORT ICONS




Oct 2023

SWORD Demo

Dr. Beatriz Garmendia-Doval of MASA participated in C2SIM evaluation with
SWORD

Also CWIX 2022 & 2023

Working with MSCoE Autonomous Systems

Most recently, she has developed a prototype SWORD implementation of

C2SIM v1.0.2

She will demo SWORD C2SIM for us now

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
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There is also a TestOrder-S##.xml in your workstation

Each workstation has a unique UUID in the Order

You should now be able to Open and Push that Test Order into

SWORD and see a sequence of Reports on the map

When everybody is ready, we’ll all run this simultaneously
You should see all orders and reports in your GUI even though there

Is only one SWORD system

Edit the task latitude to 58.9, change the order ID, and run it
again using PushJAXFront

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
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Work up and run a collective scenatrio

As time allows, we will brainstorm an operation involving

all systems

You will copy your Test Order and modify it to play your

VRForces’ assigned role

Again, all Orders will run at once in VRForces

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
26
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Discussion Session

What did you learn?
What was bad about the workshop?
What needs changed about the workshop?

ldeas provided:

Networked delivery using C2SIM Sandbox (better pre-testing!)
Modify C2SIM Server for dynamic unit addition

Integrate better with hybrid course to avoid redundancy

MSG-211 M&S in Federated Mission Networking. Pullen 3.4 Hands-on Exercise
MSG-194 3.4 Workshop details / Pullen 27



Thanks for participating!

Special thanks to:
Dr. Beatriz Garmendia-Doval, MASA
Mr. Christian Fitzpatrick, NPS
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